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Thornhill College : E-Safety Policy 

 

It is the responsibility of the ICT Co-Ordinator to ensure that the E-Safety policy is kept up to date and is widely 

promoted within the school to staff, pupils and parents, and to provide guidance on good practice when 

appropriate. 
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1. Scope of the Policy 

 

This policy applies to all members of the school community (including all members of staff, pupils, volunteers, 

parents, visitors, and community users), who have access to and are users of school ICT systems, both in and 

out of the school. 

 

The Principal also has a duty of care to deal with incidents of cyber-bullying, or other e-safety incidents covered 

by this policy, which may take place outside of the school, but are linked to membership of the school.   

The school will deal with such incidents according to this policy and associated behaviour and anti-bullying 

policies and will, where known, inform parents of incidents of inappropriate e-safety behaviour that take place 

out of school. 

 

2. Roles and Responsibilities 

 

Board of Governors  
 
The governing body is accountable for ensuring that our school has effective policies and procedures in place; as 
such they will: 
 

 Review this policy regularly and in response to any e-safety incident to ensure that: 
 
o the policy is up to date, covers all aspects of technology use within the school,  
o e-safety incidents are appropriately dealt with  
o the policy was effective in managing those incidents. 
 

 Appoint a governor  to have overall responsibility for the governance of e-safety at the school who will: 
 
o Attend meetings of the E-Safety Committee; 
o Report back to the Board of Governors on matters of e-safety 
o Attend e-safety training events  

 
 
Principal 
 
Reporting to the Board of Governors, the Principal has overall responsibility for e-safety within our school.  The 
day-to-day management of this will be delegated to the ICT Co-ordinator and the Safeguarding Team. 
 
The Principal will ensure that: 

 

 e-safety training throughout the school is planned and up to date and appropriate to the recipient, i.e. 
students, all staff, senior leadership team and governing body, parents. 

 the ICT Co-ordinator has appropriate CPD opportunities in order to undertake all duties regarding e-
safety. 

 all e-safety incidents are dealt with promptly and appropriately. 
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ICT Co-ordinator 
 
The ICT Co-ordinator will: 
 

 keep up to date with the latest risks to children whilst using technology; familiarize themselves with the 
latest research and available resources for school and home use. 

 review this policy regularly and bring any matters to the attention of the Principal. 

 advise the Principal and governing body on all e-safety matters. 

 engage with parents and the school community on e-safety matters at school and/or at home. 

 liaise with the local authority, ICT technical support and other agencies as required. 

 retain responsibility for the e-safety incident log; ensure staff know what to report and ensure the 
appropriate audit trail. 

 ensure any technical e-safety measures in school (e.g. Internet filtering software, behaviour 
management software) are fit for purpose through liaison with the local authority and/or ICT Technical 
Support. 

 be aware of any reporting function with technical e-safety measures, i.e. internet filtering reporting 
function; liaise with the Principal and responsible governors to decide on what reports may be 
appropriate for viewing. 

 
 
 
 
 
ICT Technical Support Staff 
 
ICT technical support staff are responsible for ensuring that: 
 

 The ICT technical infrastructure is secure;  this will include at a minimum: 
o Anti-virus is fit-for-purpose, up to date and applied to all capable devices. 
o Windows (or other operating system) updates are regularly monitored and devices updated as 

appropriate. 
o Any e-safety technical solutions such as internet filtering are operating correctly. 
o Filtering levels are applied appropriately and according to the age of the user; that categories of 

use are discussed and agreed with the E-safety Officers and the Principal 
o Passwords are applied correctly to all users 

 
 
All Staff 
 
All members of staff are to ensure that: 
 

 All details within this policy are understood.  If anything is not understood it should be brought to the 
attention of the E-Safety Officers. 

 Any e-safety incident is reported to the E-Safety Officer and an e-Safety incident report is made. If 
unsure the matter is to be raised with the e-Safety Officer or the Principal to make a decision. 
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All Students 
 
The boundaries of use of ICT equipment and services in this school are given in the pupil Acceptable Use 
Agreement. 
Any deviation or misuse of ICT equipment or services will be dealt with according to the behaviour policy. 
 
E-Safety is embedded into our curriculum; pupils will be given the appropriate advice and guidance by staff.  
Similarly all students will be fully aware how they can report areas of concern whilst at school or outside of 
school. 
 
 
 
Parents/Guardians 
 
Parents/guardians play the most important role in the development of their children; as such the school will 
ensure that parents have the skills and knowledge they need to ensure the safety of children outside the school 
environment.  Through meetings, school newsletters and the school website, the school will keep parents up to 
date with new and emerging e-safety risks, and will involve parents in strategies to ensure that students are 
empowered. 
 
Parents should also understand the school needs have to rules in place to ensure that their child can be 
properly safeguarded.  As such parents will sign the student Acceptable Use Policy before any access can be 
granted to school ICT equipment or services. 
 
 
 
E-Safety Committee 
 
Chaired by the ICT Co-ordinator, the E-Safety Committee has an advisory role and that its scope should be: 
 

 E-safety policy for both staff and pupils 

 An overall co-ordinated approach to e-safety education from Year 8 to Year 14 

 Guidance to staff 

 Guidance to parents 

 Advice to governors 
 
The membership of the E-Safety Committee is as follows: 
 

• Principal    
• ICT Co-ordinator (Chair) 
• Child Protection Officer       
• Head of Senior School     
• Head of Middle School     
• Head of Junior School     
• Governors (Governor with responsibility for Child Protection + one other) 
• Support Staff Representative 
• Parent Representative 
• Pupil representatives will be invited to attend E-safety Committee meetings when required. 

Representatives will include Senior Head Girl, Junior Head Girl and Middle School Prefect Team. 
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3. E-Safety in the Curriculum  

Whilst regulation and technical solutions are very important, their use must be balanced by equipping  pupils to 

take a responsible approach to their use of ICT.  The education of pupils in e-safety awareness is therefore a key 

part of the school’s e-safety provision.  

 

E-safety should be a focus in all areas of the curriculum and staff should reinforce e-safety messages across the 

curriculum where appropriate.  

 

Opportunities for e-safety awareness will be provided in the following ways:  

 

 A planned e-safety curriculum should be provided as part of the KS3 ICT programme. 

 Key e-safety messages should be reinforced as part of a planned programme of assemblies and pastoral 

activities. 

 Pupils should be taught to acknowledge the source of information used and to respect copyright when 

using material accessed on the internet. 

 All pupils should sign the pupil Acceptable Use Agreement, and encouraged to adopt safe and 

responsible use both within and outside school. 

 Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring the content 

of the websites the young people visit. 

 It is accepted that from time to time, for good educational reasons, students may need to research 

topics (e.g. racism, drugs, discrimination) that would normally result in internet searches being blocked. 

In such a situation, staff can request that the E-Safety Officer can temporarily remove those sites from 

the filtered list for the period of study. Any request to do so, should be auditable, with clear reasons for 

the need.   
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E-Safety/Digital Leadership Pupil Teams 

 

Thornhill College recognises that the contribution of pupils to e-safety is very valuable, and that all 

pupils have a role to play in promoting safe and positive use of technology. The contribution of pupils 

to the school’s e-safety strategy will be led by two teams of pupils. These are: 

 

 A Senior E-Safety Team made up from the Year 13/14 prefect team; 

 The Middle School Prefect Team. 

 

The overall role of these teams is to provide an example of good e-safety behaviour and endorse and 

promote the safe use of ICT in school and outside, which will include: 

 

• speaking to pupils about ICT issues (including e-safety); 

• attendance at E-Safety Committee meetings when appropriate; 

• providing a [point of contact for pupils who have concerns about e-safety, or who are 

seeking advice about e-safety issues; 

• support for staff and students with the use of technology; 

• the promotion of e-safety messages in school; 

• reporting to the Board of Governors; 

• trialling and evaluating new equipment and services; 

• improving their own understanding of technology and e-safety; 

• sharing their knowledge and expertise with others; 

• acting as e-ambassadors. 
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4. Technical Infrastructure 

 

At Thornhill College we seek to make best use of the resources offered by the C2k managed service by 

incorporating its use wherever possible into our school curriculum and administration. 

 

The C2k service includes the use of all network resources in the school by pupils and staff, access to the 

internet, and the use of online services such as e-mail and our VLE. It is our long strategy to use C2k services 

wherever possible and to minimise the use of other networks and standalone ICT devices.  However, the E-

safety policy applies to all ICT use within the school including non-C2k devices. 

 

 The C2K service protects users by: 

o providing all users with a unique user names and passwords  

o tracking and recording all online activity using the unique user names and passwords  

o scanning all C2k email and attachments for inappropriate content and viruses  

o filtering access to web sites  

o providing appropriate curriculum software 

 

 At Thornhill College we also aim to: 

o provide good supervision of pupils by teaching and support staff, 

o provide guidance to pupils and staff on good practice, 

o use pupil contracts (in the daybook) to reinforce good practice, 

o communicate with parents/guardians, seek their co-operation in promoting positive use, and 

provide the with useful information 

o promote the E-Safety Policy throughout the school 

 

 

4.1  Access to the C2k network in School 

 

The use of C2k services in school is monitored and it is the responsibility of all users (staff, pupils, visitors, 

community users) to ensure that access to the network is via their own user ID. Users should keep IDs and 

passwords secure. Attempts made to access the network via another user’s ID, to bypass filtering, or to 

access inappropriate or illegal material will be treated as a serious breach of discipline.   
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4.2  Access to the internet – filtering of unsuitable material 

 

Thornhill College uses the C2k managed service which provides the necessary hardware, software and 

connections to enable access to the internet. Access to the internet is controlled through a filtering mechanism 

for internet searches. This service blocks user access to any internet site known to contain unacceptable 

material, such as pornography or extremely racist material. The C2k internet filter also prevents access to web 

based chat sites, on-line games sites, and various other categories (for a full list, see www.c2kni.org.uk) At 

present the service covers more than 6 million websites containing more than 1.2 billion web pages.  However, 

although C2k update the service daily, the dynamic nature of the web means that it is impossible to completely 

guarantee that all access to unsuitable material is prevented by employing a blocking filter. 

 

All users should be aware that the school can and does track and record the sites visited, the searches made on 

the internet and e-mail sent and received by individual users. Network administrators may review files and 

communications to maintain system integrity and ensure that users are using the system properly. 

 

The same C2k filtering applies across the C2k network, whether using a C2k core desktop computer or a 

personal iPad. This consistency is essential to ensure the safety and integrity of C2k’s internet provision. 

 

Access to blocked sites 

 

The C2k Education Network uses a system for internet filtering based on a Websense filtering solution. 

Websense assesses all websites based on their content and adds them to a category:  

 

 red (unavailable) or  

 green (available). 

 

Our default setting is that all users are given access to a core set of green sites.It is possible to make users 

members of one or more restricted security groups, which are normally categorised as red. These are: 

 

 Internet_Social Networking - This group provides access to Facebook, Twitter, LinkedIn, Wordpress. etc 

 Internet_Streaming Media - This group provides access to YouTube, BBC iPlayer, Vimeo and other 

television and radio streaming sites. This group is set to green for staff and red for pupils’ 

 Internet_Advanced This group provides access to sites in a range of categories. These include: Webmail, 

Shopping, Drugs and Alcohol, Sex Education. This is set to green for all users. 

 

Access to a restricted group can be obtained by making a request to the ICT Co-ordinator. 
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4.3  Use of E-mail 

 

As part of the C2k service, all pupils and staff at Thornhill College are issued with an e-mail address that enables 

both internal and external exchange of e-mail. There is automatic filtering of all mail on this service – for 

unsuitable content and size as determined by the C2k filtering service. Mail which is blocked may be viewed by 

the Principal or a senior member of staff nominated by the Principal, who can then make a decision whether to 

allow the mail through the system and/or whether to take further action. Whilst normal privacy is respected 

and protected by password controls, it is important that all users realise that the system is monitored in this 

way.  

 

 

 

 

 

5. Supervision of Pupils 

 

In order to encourage proper use of the school’s ICT resources including access to the internet, it is important 

that the pupils are given suitable guidance and supervision.  Our experience so far has shown that at Key Stages 

3 and 4, pupils seldom need access to the ICT resources outside of normal time-tabled class times. During these 

times, of course, pupils will be supervised by their class teacher. However, in order to support project work, 

such as GCSE coursework, it may be desirable that pupils gain extra access to the ICT resources. It is hoped that, 

at these times, pupils will make use of the after-school Homework Club, which will include the use of ICT 

facilities supervised by members of staff. Under this regime, pupils from Years 8-12 will be supervised at all 

lesson times whilst using the school’s ICT resources. To assist with completion of ICT-related homework, some 

unsupervised use of ICT resources is allowed before the school day begins (9.15am) and during the morning 

break.  

 

Sixth Form pupils will benefit from increased access to the ICT resources in general and internet-based materials 

in particular. In order to allow maximum use to be made of the available resources, pupils from Years 13 and 14 

will be allowed unsupervised access to the ICT and internet resources during their study lessons, as long as the 

resources have not been pre-booked beforehand.  
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It will be made clear to all pupils that unacceptable use of the ICT resources will not be tolerated and that access 

to the resources will be denied to pupils whose behaviour is deemed to have been inappropriate. 

Staff should ensure that pupils know and understand that no C2kuser is permitted to: 

 

• retrieve, send, copy or display offensive messages or pictures; 

• use obscene or racist language; 

• harass, insult or attack others; 

• damage computers, computer systems or computer networks; 

• violate copyright laws; 

• use another user’s password; 

• trespass in another user’s folders, work or files; 

• intentionally waste resources (such as on-line time and consumables); 

• use the network for unapproved commercial purposes. 

 

Parents are responsible for monitoring their children’s out of school online use which may include some C2k 

services. 

 

 

 

6 . Pupil Agreement And The Code of Conduct 

 

The use of the school's ICT facilities must be in support of education and research and consistent with the 

educational aims of Thornhill College. Transmission of any material in violation of any legal regulations is 

prohibited; this includes, but is not limited to : copyrighted material, threatening or obscene material, or 

material protected by a trade secret. Playing of computer games and the use of unauthorised social media are 

also not allowed and it is forbidden to reveal personal addresses/phone numbers. 

 

Staff and pupils will be made aware of the importance of the Acceptable Use agreement. A code of conduct, 

which summarises the main points of the policy will be made available to all staff and pupils, which will 

emphasise good practice and make clear what is considered to be unacceptable use of the school's ICT 

resources in general and of the Internet in particular. It will be displayed in all the ICT working areas. The code 

of conduct will be accompanied by a pupil agreement, which will reinforce the code of conduct and make clear 

to pupils the importance of using the school's ICT resources in a responsible manner. All pupils will be asked to 

sign the agreement.  
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7. Communication with Parents/Guardians 

 

At Thornhill College we feel that it is important to inform parents/guardians of important issues concerning the 

welfare of their children. We will therefore inform the parent or guardian of each child of our acceptable use 

pupil agreement. The agreements are included in each pupil’s daybook, and are formally acknowledged by the 

parents. We will also use this opportunity to inform parents/guardians about resources that are available for 

those seeking advice about monitoring the internet access of their children.  

 

 

 

8. Use of School Devices Outside of School 

 

If a school device is assigned to a specific member of staff, he/she must sign and agree to the conditions for use 

set out in information sheet A070 Acceptable Use Policy for Managed Service Laptops. (refer to A073 for general 

insurance terms). 

 

Staff should be made aware of their responsibility to use the software installation facility only for licenced and 

non-malicious applications, and to ensure that confidential data is not stored on local drives of any computer 

(desktop or laptop). 

 

 

9. Use of Personal E-mail & Social Media Services by Pupils 

 

Pupils will not be allowed to use personal e-mail or any other free e-mail services in school unless directed to do 

by a member of staff. Pupils will not be allowed to use messaging services or access to social media sites unless 

directed by a member of staff. 
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10. Use of Mobile Phones By Pupils 

10.1. Purpose 
 

 The widespread ownership of mobile phones among young people requires that school administrators, 
teachers, students, parents and carers take steps to ensure that mobile phones are used responsibly at 
school. This Acceptable Use Policy is designed to ensure that potential issues involving mobile phones 
can be clearly identified and addressed, ensuring the benefits that mobile phones provide (such as 
increased safety) can continue to be enjoyed by our students. 

 

 Thornhill College has established the following Acceptable Use Policy for mobile phones that provides 
teachers, students, parents and carers with guidelines and instructions for the appropriate use of 
mobile phones during school hours. 

 

 Students, their parents or carers must read and understand the Acceptable Use Policy as a condition 
upon which permission is given to bring mobile phones to school. 

 

 The Acceptable Use Policy for mobile phones also applies to students during school excursions, camps 
and extra-curricular activities both on the school campus and off-site. 

 
10.2. Rationale 
 

 Our wide travel to work area for working parents presents challenges when it comes to 
communications.  The school recognises that personal communication through mobile technologies is 
an accepted part of everyday life but that such technologies need to be used well. 

 

 Personal safety and security 
Our School accepts that parents/carers give their children mobile phones to protect them from 
everyday risks involving personal security and safety. There is also increasing concern about children 
travelling alone on public transport or commuting long distances to school. It is acknowledged that 
providing a child with a mobile phone gives parents reassurance that they can contact their child if they 
need to speak to them urgently. 

 
10.3. Responsibility 
 

 It is the responsibility of students who bring mobile phones to school to abide by the guidelines outlined 
in this document. 
 

 The decision to provide a mobile phone to their children should be made by parents or carers.  It is 
important that parents understand the capabilities of the phone and the potential use/misuse of those 
capabilities.  

 

 Parents/carers should be aware if their child takes a mobile phone to school. It is assumed household 
insurance will provide the required cover in the event of loss or damage.  The school cannot accept 
responsibility for any loss, damage or costs incurred due to its use. 

 

 Pupils are responsible for keeping the school informed of their current mobile phone to aid return if lost 
on the school campus.  

 

 Parents/carers are reminded that in cases of emergency, the school office remains a vital and 
appropriate point of contact and can ensure your child is reached quickly and assisted in any relevant 
way.   Passing on messages through school reception also reduces the likelihood of disrupting lessons 
inadvertently. 
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10.4. Acceptable Uses 
 

 Mobile phones should be switched off and kept out of sight during the school day and whilst attending 
the Homework Club or other after school activity. Exceptions may be permitted only in exceptional 
circumstances if the parent/carer specifically requests it. Such requests will be handled on a case-by-
case basis. Parents/carers are requested that in cases of emergency they contact the school first so we 
are aware of any potential issue and may make the necessary arrangements. 
 

 Students should protect their phone numbers by only giving them to close friends and keeping a note of 
who they have given them to. This can help protect the student’s number from falling into the wrong 
hands and guard against the receipt of insulting, threatening or unpleasant voice, text and picture 
messages. 

 

 The school recognises the importance of emerging technologies present in modern mobile phones e.g. 
camera and video recording, internet access, MP3 and MP4 playback, blogging etc. In the future 
teachers may wish to utilise these functions to aid teaching and learning and pupils may have the 
opportunity to use their mobile phones in the classroom. On these occasions pupils may use their 
mobile phones in the classroom when express permission has been given by the teacher.  The use of 
personal mobile phones in one lesson for a specific purpose does not mean blanket usage is then 
acceptable. 

 
 
10.5. Unacceptable Uses 
 

 Unless express permission is granted, mobile phones should not be used to make calls, send SMS 
messages, surf the internet, take photos or use any other application during school lessons and other 
educational activities, such as assemblies.  

 

 The Bluetooth function of a mobile phone must be switched off at all times and not be used to send 
images or files to other mobile phones. 

 

 Mobile phones must not disrupt classroom lessons with ring tones, music or beeping.  They should be 
turned off at all times during the school day. 

 

 Using mobile phones to bully and threaten other students is unacceptable. Cyber bullying will not be 
tolerated. In some cases, it can constitute criminal behaviour.  If the use of technology humiliates, 
embarrasses or causes offence it is unacceptable regardless of whether ‘consent’ was given.   

 

 It is forbidden for students to “gang up” on another student and use their mobile phones to take videos 
and pictures of acts to denigrate and humiliate that student and then send the pictures to other 
students or upload it to a website for public viewing. This also includes using mobile phones to 
photograph or film any student or member of staff without their consent. It is a criminal offence to use 
a mobile phone to menace, harass or offend another person and almost all calls, text messages and 
emails can be traced. 

 

 Mobile phones are not to be used or taken into changing rooms or toilets or used in any situation that 
may cause embarrassment or discomfort to their fellow students, staff or visitors to the school. 

 

 Should there be more any disruption to lessons caused by a mobile phone, the responsible student may 
face disciplinary actions as sanctioned by the Principal.  This may include a mobile phone ban in school 
for that pupil. 

 

 It is unacceptable to take a picture of a member of staff without their permission.  In the event that this 
happens the student will be asked and expected to delete those images. 



 

14 

 

 
 
 

10. 6. Theft or damage 
 

 A pupil who brings a mobile phone to school should keep it securely on her person.  
 

 Mobile phones that are found in the school should be handed to front office reception. 
 

 The school accepts no responsibility for replacing lost, stolen or damaged mobile phones. 
 

 The school accepts no responsibility for students who lose or have their mobile phones stolen while 
travelling to and from school. 

 

 It is strongly advised that students use passwords/pin numbers to ensure that unauthorised phone calls 
cannot be made on their phones (e.g. by other students, or if stolen). Students must keep their 
password/pin numbers confidential. Mobile phones and/or passwords may not be shared. 

 
 
 
 
10. 7. Inappropriate conduct 
 

 Mobile phones are banned from all examinations.  Students are expected to hand phones to invigilators 
before entering the exam hall.  Any student found in possession of a mobile phone during an 
examination will have that paper disqualified.  Such an incident may result in all other exam papers 
being disqualified. 

 

 Any student who uses vulgar, derogatory, or obscene language while using a mobile phone will face 
disciplinary action. 

 

 Students with mobile phones may not engage in personal attacks, harass another person, or post 
private information about another person using SMS messages, taking/sending photos or objectionable 
images, and phone calls. Students using mobile phones to bully other students will face disciplinary 
action.  [It should be noted that it is a criminal offence to use a mobile phone to menace, harass or 
offend another person. As such, the school may consider it appropriate to involve the police.] 

 

 Students must ensure that files stored on their phones do not contain violent, degrading, racist or 
pornographic images.  The transmission of such images is a criminal offence.  Similarly, ‘sexting’ – which 
is the sending of personal sexual imagery - is also a criminal offence.  
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11. Social Media Use By The School 

 
Rationale:  
 
In this technology rich world our pupils, parents and the wider community live in, social media usage is 
becoming more and more part of daily life.  
 
At Thornhill College we have a school Twitter account. It is important that staff at Thornhill College have 
the opportunity to use Twitter not only to keep up to date with important technological changes that can 
have educational benefit, but also to connect with teachers across the globe who are sharing resources 
and ideas.  
 
This policy will explain acceptable use of Twitter relating to the Thornhill College Twitter account: 
@ThornhillDerry. The policy will explain the purpose of Twitter in Thornhill College and the benefits that 
will arise from its proper use.  
 
What is Twitter:  
Twitter is a social media tool that currently is used to communicate thoughts and ideas within 280 
characters. It usually references people, places and activities in messages that tend to invite replies.  
 
Twitter accounts can follow other Twitter accounts or be followed by other Twitter accounts and all tweets 
are public. Users are able to Direct Message (DM) other users should they wish something not to be made 
for public viewing.  
 
 
Why is Thornhill College using Twitter?  
 

1. To create a positive online presence for Thornhill College 

2. To share and showcase the activities and achievements of Thornhill College. 

3. To engage in educational interaction with other organisations and individuals. 

4. The Thornhill College Twitter account will be used mainly as a broadcast service; i.e. a one-way 
communication method in order to share school information with the wider school community. 
However, as Twitter is a tool for creating networks, it will be very useful to follow other selected 
accounts from the Thornhill College account.  Accounts being followed will be carefully selected 
and regularly monitored by the designated teachers. 
 
Twitter will not be used to engage with individual parents directly. Important announcements 
and notices will be sent as part of general communication to parents (via the Thornhill app, SMS 
service, e-mail etc). 

 
 
 
The Thornhill College account:  
 
Designated teachers within school will have access to the official school twitter account. Any member of 
staff can create a tweet (including text, images, links and hashtags). These should then be given to the 
designated teachers for posting. All tweets from the Thornhill College account should be posted by the 
designated teachers. 
 
The designated teachers for @ThornhillDerry are Hugh McSorley and Orla Donnelly. 



 

16 

 

Other Thornhill College Accounts 
 
Individual departments may wish to set up and use their own Twitter accounts to showcase the work of 
the department. The management of this account is the ultimate responsibility of a person designated by 
the Head of Department, although posts to the account can be from other staff as required.  
 
 
Procedures For Posting Messages 
 
When posting to any Thornhill College Twitter account, the following procedures should be adhered to: 
 

• Thornhill College seeks photographic consent of all the pupils. Tweets sent by Thornhill College will 
adhere to this list. Image permission should be confirmed (either by asking the subjects directly or by 
checking the list) before any image or video of a pupil is uploaded.  

• Current school policy is that photographs and videos should not be recorded on personal mobile 
devices or uploaded onto personal devices. Use school devices only for images, photographs and 
tweets. This is important for safeguarding purposes and also to comply with GDPR regulations. 

• In order to safeguard the pupils at Thornhill College, only first names will be used alongside any 
pictures of pupils.  

• Comments should reflect positively on the school, its pupils, staff, parents, governors or others 
affiliated with the school. 

• Where services are “comment enabled”, comments are to be set to “moderated”. 
• All posted data must conform to copyright law; images, videos and other resources that are not 

originated by the school are not allowed unless the owner’s permission has been granted or there is 
a licence which allows for such use (i.e. creative commons).   

 
 
Individual Staff Accounts 
 
Many teachers have both personal and professional Twitter accounts. Keeping these accounts separate 
protects the privacy of staff.  
 

 Professional accounts 
Staff who create an individual Twitter account for professional purposes are responsible for its 
contents. In doing so, it is important to remember that, in general, Twitter is used as a broadcast 
tool, meaning that everything posted to a Twitter account can be seen by the account’s followers. 
It is therefore recommended that a suitable profile picture is used and a professional biography 
created.  Also, it is advised that individual professional Twitter accounts follow only accounts that 
are designed for professional purposes. It is acceptable to follow Thornhill College accounts from 
individual professional accounts and to refer to Thornhill College in professional tweets, but it is 
important to remember that these are visible to all the school community.  
 
It should also be remembered that students and parents don’t need a Twitter account to follow 
tweets.  They just need to be supplied with the Twitter name.  

 
 

 Personal Accounts 
Staff personal accounts belong to the staff and they will be solely responsible for their tweets. 
Direct reference to the school should, in general, be avoided. Members of staff are strongly 
advised that professional and personal Twitter accounts should not be linked, and that professional 
accounts should not be used for personal communication. It will be up to the individual account 
holder to decide whether parents will be allowed to follow the account. 
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In order to protect the privacy of staff and pupils, staff should not use any account (personal or 
professional) to follow Twitter accounts belonging to pupils or directly message pupils via Twitter.  Also, 
staff should not accept direct messages from pupils. 
 
Pupils should not be allowed to follow a staff personal account. If a pupil requests to follow a staff 
account, the staff member is to block the pupil and inform the ICT Co-ordinator at their earliest 
convenience. It will be explained to the pupil that blocking is not punitive but is used to protect the 
privacy of staff. 
 
 
Twitter etiquette:  
 
Any tweets from the official school accounts will be grammatically correct and will not contain text 
language like lol, gr8 or l8r. Some tweets may contain hashtags. Hashtags are things you can add to tweets 
like #edchat. This enables tweets to be added to a collection of other related tweets that are generally 
viewed by more people.  
 
Who can follow Thornhill College?  
Anyone can follow the school’s Twitter account. Weekly checks will take place by the designated Twitter 
account managers and/or the ICT Co-ordinator to check recent followers. Any user following the school 
account that is deemed unsuitable or not adding any value to the school will be blocked. The Twitter 
account managers and/or the ICT Co-ordinator will make this decision on a case-by-case basis.  
 
Parents will be encouraged to follow the official school account to receive the information the school is 
posting up to Twitter. 
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12. BYOD Use 

At Thornhill College we recognise the importance of pupils having access to a range of resources, and the use of 

mobile technology presents an opportunity to develop an additional educational platform for learning. The 

school recognises the benefits to learning that follow when the pupils are given opportunities to use personal 

electronic devices to support an supplement their learning. Therefore pupils’ own devices can be used in the 

following conditions: 

 

• Pupils can use their own devices in the classroom for educational purposes when given direct  

permission by a member of staff. Permission will be required on each occasion the device is used. 

• This applies to the use of all personal ICT devices such as mobile phones, iPads and other tablet devices, 

MP3 players, digital cameras, games consoles, netbooks, laptops and other similar devices capable of 

storing information and sending and receiving data. 

• The use of personal ICT devices includes all other conditions outlined in the school’s E-Safety Policy which 

refer to school-owned devices. 

• When using a personal device for educational activities, access to the internet in school should be 

exclusively through the c2K network. Pupils should not use other wireless networks (3G, 4G etc) to access 

the internet unless the school network is unavailable and they have the permission of the member of stff 

in charge. Pupils should be aware that using non-c2K networks may incur a cost. 

• Pupils should make no attempts to circumvent the school’s network security. This includes setting up 

proxies and downloading programs to bypass security such as our filtering software. 

• Personal ICT devices may only be used for the recording and storage of sound, still and/or moving image 

files with the permission of a member of staff. If images are stored, they must be done in accordance 

with the school policy on the use of images. In particular, consent must be given before still or moving 

images of individual or groups of pupils are recorded. Photographs, sound files and videos recorded in 

the school should not be posted on the internet unless permission to do so has been given by a member 

of staff. 

• It is the responsibility of the pupil to check her personal ICT device to ensure it is free from unsuitable 

material before bringing it into school. 

• Pupils should also ensure that their own devices meet basic health and safety standards, and ensure they 

are free from defects which may be hazardous. Particular attention should be paid in the power lead 

(lead not frayed; plug correctly fitted and containing the correct fuse rating), the keyboard (all keys 

present; no bare metal exposed), the screen (free from flicker and damage), and the device battery (able 

to hold a charge). Any personal ICT device that has obvious health and safety defects should not be 

brought into school. 

• Pupils should not charge their own devices in school unless given permission to do so by a member of 

staff. 
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• Pupils are responsible for the safekeeping of their personal ICT devices. Thornhill College cannot accept 

responsibility for personal ICT devices that are broken, lost or stolen at school or during school-related 

activities, or the maintenance or upkeep of any device (keeping it charged, installing updates or 

upgrades, fixing any software or hardware issues). 

• Parents/carers should ensure they have adequate insurance cover in place to cover the cost of 

repair/replacement of a personal ICT device in the event of loss/damage to the device. 

 

 

13. Use of Images on the School Website 

 

In order to ensure that no individual pupil can be identified and contacted by visitors to the school website, the 

website will not include the following 

 

• Personal details or names of any pupil who appears in a photographic image 

• Personal e-mail/postal addresses and/or telephone numbers 

 

Images, videos of staff or pupils should not be uploaded to any public forum (e.g. internet site) without the 

consent of those involved. 

 

• For staff, consent can be given verbally. 

• For pupils, consent is via an opt-out agreement with the parents/guardians which is contained in the 

pupil daybook. 
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14.  Use of Personal Mobile Phones By Staff 

 Staff use of mobile phones during the school working day should be discrete and appropriate 

(e.g. not in the presence of pupils). 

 Mobile phones should be switched off or to silent mode during lesson times. 

 Bluetooth communication should be ‘hidden’ or switched off during the school day. 

 Staff should never use their own mobile phone to photograph a pupil(s), or allow themselves to be 

photographed by a pupil(s). 

 Staff should not contact pupils or parents from their personal mobile phone, or give their mobile phone 

number to pupils or parents. 

 If a member of staff needs to make telephone contact with a pupil, a school telephone should be used. 

Where staff members are required to use a mobile phone for school duties, for instance in case of 

emergency during off-site activities, or for contacting students or parents, then a school mobile phone 

will be provided and used. In an emergency where a staff member doesn’t have access to a school-

owned device, they should use their own device and hide (by inputting 141) their own mobile number 

for confidentiality purposes. 

• Staff should never send to, or accept from, colleagues or pupils, texts or images that could be viewed as 

inappropriate. 

• With regard to camera mobile phones, a member of staff should never use their phone to photograph a 

pupil(s), or allow themselves to be photographed by a pupil(s). 
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15. Use of Social Media Sites By Staff 

  

It is important that all employees of the school understand that there is no personal right to privacy on any 

matter created, sent, received or stored in or from the school’s computers or e-mail system. Sending or posting 

messages or material that could damage the school’s image or reputation, including blogging or other social 

networking or media activity, is prohibited. 

 

Employees should not interact with students via social networking platforms, even during personal use of the 

service,  unless there is a well-defined educational purpose to that interaction. Guidance should be sought from 

the E-safety Officer on any such planned use of social network services.  

 

Staff should not interact with current students on social networking sites such as Facebook.  

Staff should not interact with parents of current pupils on social networking sites when acting as an employee 

of the school and/or using the school’s ICT equipment. 

Staff using social networking for personal use should never undermine the school, its staff, parents or pupils.  

 

Correspondence with students should occur via e-mail using both the student’s and employee’s c2K email 

account. 
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16. Examples of Acceptable and Unacceptable Use 

 

On-line activities which are encouraged include, for example: 

 

• the use of email and computer conferencing for communication between colleagues, between pupil(s) 

and teacher(s), between pupil(s) and pupil(s), between schools and industry; 

• use of the Internet to investigate and research school subjects, cross-curricular themes and topics 

related to social and personal development; 

• use of the internet to investigate careers and Further and Higher education; 

• the development of pupils’ competence in ICT skills and general research skills. 

 

 

 

It is not acceptable for users to: 

 

• copy, save and/or redistribute copyright protected material, without approval; 

• use the internet to access illegal or material that is indecent or obscene, could cause annoyance or 

offence or anxiety to others; 

• play computer games or using other interactive ‘chat’ sites, unless specifically assigned by the teacher; 

• use the network in such a way that use of the network by other users is disrupted (for example: 

downloading large files during peak usage times; sending mass email messages); 

• publish, share or distribute any personal information about a user (such as: home address; email 

address; phone number, etc.); 

• undertake any activity that violates a school rule 

• attempt to introduce a virus or malicious code to the network;   

• attempt to bypass network or system security;  

• attempt to access another user's account;   

• attempt to gain access to an unauthorised area or system;  

• attempt to use any form of hacking/cracking software or system. 

 

Pupils should not attempt to download, store or install software to school computers. 
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17. Responding to Incidents of Misuse 

 

It is hoped that all members of the school community will be responsible users of ICT, who understand and 

follow this policy. However, there may be times when infringements of the policy could take place, through 

careless or irresponsible or, very rarely, through deliberate misuse. Listed below are the responses that will be 

made to any apparent or actual incidents of misuse: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

E-Safety Incident Occurs (involving pupil, staff or guest) 

If you suspect that 
a child is at risk 

Treat as a child protection matter 
and report to the designated 
teacher for Child Protection 

If you consider the incident to involve 
inappropriate or illegal material or 
activity, report to the ICT Co-ordinator 

This could include  

 viewing unsuitable material; 

 bullying; 

 posting inappropriate, offensive or even 

illegal content to their own online spaces; 

 posting material that could damage their 
reputation or the reputation of others; 

 uploading inappropriate images; 

 breaching intellectual property rights; 

 posting inappropriate comments on other 
people's profiles that is humiliating or results 
in bullying; 

 posting material or comments that are 
potentially libellous; 

 excessive use of gaming sites; 

 using proxy services to access disallowed 
sites (eg social networking sites); 
 

 other inappropriate behaviour (if not sure, 
consult the ICT Co-ordinator). 

The relevant staff are: 

 

• Designated Teacher For Child Protection   Ms C Barr (ext. 134) 

• Deputy Designated Teacher     Mrs A O’Neill - Senior Teacher 

• Deputy Deputy Designated      Mrs Cathy Mallon - Vice Principal 

 

• ICT Co-ordinator      Mr K Abbott 
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It is important to record and report all e-safety incidents. 

 

a) In cases of child protection it is essential that an accurate record is maintained detailing 

  all actions taken, as outlined in our Child Protection Policy. 

 

According to our Child Protection Policy, if a child protection issue is suspected, you should 

report the concern to the Designated Teacher for Child Protection (DT) at an early stage, 

immediately if the concern is of a serious nature, as the DT may be aware of other 

circumstances which would influence steps to be taken. The Note of Concern and any 

further details discussed or action taken should be placed on the pupil’s Child Protection File 

and should be signed and dated by both parties to confirm the information is accurate. 

 

b) For other e-safety incidents a log will be made of the incident by the ICT Co-ordinator which 

will include: 

• Date of incident 

• Time of incident 

• A brief description of the incident including who was involved 

• Who reported the incident 

• Details of the action taken and by whom 

 

For all incidents, it is important that your own written notes are made as soon as possible after the incident to 

maintain the accuracy and content of the report. When recording any incident, write a factual account, under 

the following headings:- 

  

• what happened 

• when did it happen 

• where did it happen 

• who did it involve 

 

Avoid giving opinions or making judgements in the report. If the incident happens within the school and there 

are witnesses to the alleged incident, record their names. 
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18. Appendix A – Pupil Acceptable Use Agreement 

 

This agreement is to be signed by all pupils and their parents/carers. A copy is held in each pupil daybook. 

 

 

 

 

Acceptable Use of ICT in Thornhill College 
 
Please read this and sign the agreement below. Ask your parents to sign also. 
 
 

 

Introduction 
 
The C2k services, including access to the internet, have great potential for enriching your education and for providing 
valuable support for your project work and coursework. Unfortunately, it is also possible to misuse the services. You 
are responsible for your own good behaviour on the school network and when accessing C2k services from home. 
You should be aware that the use of the C2k network in school is carefully monitored. This includes all access to the 
network using your user ID, resources accessed via the internet and e-mail communications. Your use of each of 
these services can be reviewed by system administrators 
 
The school wishes to encourage you to use our ICT facilities as much as possible in a positive and responsible way 
with the consent of your parents/guardians. Therefore, it is important that you are clear about what is considered to 
be proper use and that you agree to abide by the following code of conduct. Please read the contract below and sign 
to indicate your agreement. Please also obtain the written consent of your parents in the space provided. 
 
 
 

Acceptable Use Policy Agreement  
 

I understand that I must use school ICT systems in a responsible way, to ensure that there is no risk to my safety 
or to the safety and security of the ICT systems and other users.  

 

 I agree that I will not attempt to log in to the C2k system using someone else’s user ID. 
 I agree not to divulge my personal address, phone number or e-mail address to contacts I do not 

know on the internet. 

 I agree that I will use the internet for educational purposes and that, when I download information, I 
will not break copyright rules which permit me to use the information in an educational but not 
commercial way. 

 I will respect others’ work and property and will not access, copy, remove or otherwise alter any 
other user’s files, without the owner’s knowledge and permission.  

 I will be polite and responsible when I communicate with others, I will not use strong, aggressive or 
inappropriate language and I appreciate that others may have different opinions.  

 I will not take or distribute images of anyone without their permission. 

 I agree that I will not send offensive or unsuitable e-mail or text messages. 
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 I will not use the school ICT systems for on-line gaming, on-line gambling, internet shopping, file 
sharing, or video broadcasting (eg YouTube), unless I have permission of a member of staff to do so. 

 I agree that I will not use social network services or any free mail service in school unless directed to 
do so by my teacher. 

 I agree that in preparing my own documents, I will use acceptable language and not bring the school 
into disrepute. 

 I agree not to construct computer viruses or deliberately infect the system with a virus. 

 I understand the risks and will not try to upload, download or access any materials which are 
offensive,  illegal or inappropriate or may cause harm or distress to others, nor will I try to use any 
programmes or software that might allow me to bypass the filtering / security systems in place to 
prevent access to such materials.  

 I will only use my personal hand held / external devices (mobile phones / iPad computers  etc) in 
school if I have permission. I understand that, if I do use my own devices in school, I will follow the 
rules set out in this agreement, in the same way as if I was using school equipment.  

 I understand that the school also has the right to take action against me if I am involved in incidents 
of inappropriate behaviour, that are covered in this agreement, when I am out of school and where 
they involve my membership of the school community (examples would be cyber-bullying, use of 
images or personal information).  

 I understand that I will be barred from access to the internet and/or the school network or suffer 
more severe penalties if I break the above rules. 

 
 
 

Pupil's Agreement 
 
 I understand the above terms and agree to abide by them. 
 
 Pupil's name (BLOCK CAPITALS) ......................................................... Form .………..... 
 
 Pupil's signature   .................................…………………………………………...     Date   .............................. 
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Advice to Parents 
 
Thornhill College wishes to encourage pupils to use the services provided by C2k for educational purposes. This 
includes access to C2k services from home. The school is also aware that home use of the internet is increasing and 
that parents are concerned about the potential for misuse of the internet due to the uncensored nature of the 
material. At school, the material is filtered by our internet service provider and our pupils are supervised during 
times that the internet is being used. Unfortunately, this is not a complete guarantee that the pupils are prevented 
from exposure to unsuitable material. It is important therefore, that the pupils themselves be encouraged to use the 
internet in a responsible and safe way, both at school and also at home. The following advice is given by the Safer 
Internet organisation for the use of internet and mobile devices at home: 
 
 

 Use of the internet at home should be supervised, and parents should be aware of the use being 
made by their child. 

 

 Parents should discuss with their child rules for using the internet and decide together when, for 
how long, and what comprises appropriate use. 

 

 Parents should get to know the sites their child visits. 
 

 Parents should ensure that they give their agreement before their child gives out personal 
identifying information on the internet, such as a picture, and address, a phone number, school 
name, or financial information such as credit card and bank details, in any electronic 
communication. 

 

 Parents should encourage their child not to respond to any unwelcome, unpleasant or abusive 
messages and to tell them if they receive any such messages or images. 

 
 
Free further advice for parents is available from: 
 
 www.thinkuknow.co.uk/parents 

www.saferinternet.org.uk/advice-and-resources/parents-and-carers 
 
 
Parent/Guardian Agreement 
 
I understand that the staff in Thornhill College will do their best to ensure that pupils do not access undesirable 
material via the internet. I have read the pupils' contract and agree to my child being given access to the c2K services 
(including internet access) under these conditions. 
 
 
Parent's/Guardian's name (BLOCK CAPITALS) ................................................................................... 
 
 
Parent's/Guardian's signature   ....................................................................  Date   ................ ............... 
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19. Appendix B – Image Use Agreement  
 
This agreement is to be signed by all parents/carers. A copy is held in each pupil daybook. 

 
 
Photograph Exemption Form 
 
 
 

Dear Parent/Guardian 
 
Thornhill College will at times use photographs of pupils involved in collaborative events or courses of study to 
publicise Thornhill College and its aims and its events from time to time. 
 
This includes: 
 

 Newspaper articles; 
 

 School magazines; 
 

 Other school publications (school prospectus documents and newsletters); 
 

 Thornhill College website. 
 
 
 
Data Protection regulations require us to obtain your permission to publish images of your daughter. Please indicate 
your consent by completing the details below. 
 
 
I do/do not* wish photographs or electronic images of my daughter to be used in any of the situations mentioned 
above. 
 
 
Pupil Name ……………………………………………………………………………………………………..(print) 
 
 
Parent/Guardian Name …………………………………………………………………………….……..(print) 
 
 
Signed ……………………………………………………………………………………………(parent/guardian) 
 
 
Date …………………………………………………….. 
 
 
* delete as applicable 
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20. Appendix B – Mobile Phone Agreement  
 
 
Mobile Phone: Parent/Guardian Permission 
 

I have read and understand the above information about appropriate use of mobile phones at Thornhill College and I 
understand that this form will be kept on file at the school and that the details may be used to identify a phone 
should the need arise (e.g. if lost, or if the phone is being used inappropriately). 
 
I give my child permission to carry a mobile phone to school and understand that my child will be responsible for 
ensuring that the mobile phone is used appropriately and correctly while under the school’s supervision, as outlined 
in this document. 
 
 
Parent Name (print)………………………………………………………………………………………………….. 
 
 
Parent Signature ………………………………………………………………………………………………………. 
 
 
Date …………………………………………………………………………………………………………………………. 
 
 
 
Student Name (print)…………………………………………………………………………………………………. 
 
 
Student Signature ……………………………………………………………………………………………………. 
 
 
Date …………………………………………………………………………………………………………………………. 
 
 
Teacher Name (print)…………………………………………………………………………………………………. 
 
 
Teacher Signature ……………………………………………………………………………………………………. 
 
 
Date …………………………………………………………………………………………………………………………. 
 

 


